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E.O. 11652: N/A 
TAGS: ETEL, NATO 

SUBJECT: CHARACTERISTICS OE US COMSEC EQUIPMENT 
REE: 75 DIRNSA SO4-086-75 DTG 250227Z DEC 75 

SUMMARY: US TEAM PRESENTED A SUCCESSEUL BRIEFING ON THE SUBJECT. 
NICSMA, BY LETTER, HAS ACKNOWLEDGED WRITTEN AND ORAL 
INFORMATION PRESENTED TO DATE AND HAS REQUESTED ADDITIONAL 
INFORMATION. WE QUOTE TEXT OF NICSMA LETTER. END SUMMARY. 

1. THE BRIEFING AND DISCUSSIONS AT NICSMA ON THE SUBJECT, 

JAN 8-9, GENERATED CONSIDERABLE INTEREST BY ALL ATTENDEES. WE HAVE 
HEARD ONLY PRAISE FOR THE QUALITY OF THE BRIEFING, THE WILLING- 
NESS OF THE US TEAM TO IMPART INFORMATION, AND THE MERITS OF 
THE US EQUIPMENT. 

2. IN SEPARATE DISCUSSION BETWEEN US TEAM LEADER (SEARS) 

AND NICSMA DEPUTY DIRECTOR GENERAL (KISSINGER), LATTER 
UNCLASSIFIED 
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EXPRESSED NEED EOR ADDITIONAL INEORMATION. NICSMA STAFF HAD 
PREPARED A PAPER IDENTIFYING REQUIREMENTS. US TEAM LEADER 
EXPLAINED PROBLEMS WITH SOME ITEMS IN NICSMA PAPER, AND NEGO- 
TIATED WITH DDG ON SCHEDULE FOR PROVIDING INFORMATION. SEARS 
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AND KISSINGER REACHED AGREEMENT THAT US WOULD ACCEPT THE NICSMA 
PAPER AS A GUIDE AND WOULD PROVIDE AS MUCH OE THE REQUESTED 
INEORMATION AS FEASIBLE ACCORDING TO THE NICSMA SCHEDULE, 

WITH FURTHER DETAIL TO FOLLOW UP UNTIL ABOUT APRIL 20, 1976 
(THE LATEST DATE IT CAN BE OF USE TO NICSMA AT THE NEXT MEETING 
OF THE NATO JOINT C-E COMMITTEE). 

3. ON JANUARY 14, 1976 WE RECEIVED A LETTER FROM DDG NICSMA 
ENCLOSING THE PAPER IDENTIFYING INFORMATION REQUIRMENTS. WE 
QUOTE BELOW THE TEXT OF THIS LETTER AND ITS ENCLOSURE: 

QUOTE: 

I WOULD LIKE TO TAKE THIS OPPORTUNITY TO EXPRESS TO YOU MY 
SINCERE APPRECIATION FOR THE EXCELLENT PRESENTATIONS MADE 
BY THE U.S. CRYPTOMGRAPHIC AUTHORITIES TO NICSMA ON 8 AND 9 
JANUARY 1976. THIS SUPPLEMENTARY INFORMATION CONCERNING THE 
UNITED STATES OFFER ON A FAMILY OF CRYPTOGRAPHIC EQUIPMENTS 
AS MADE AT THE NJCEC 23-24 OCTOBER 1975 MEETING WILL CERTAINLY 
BE OF GREAT ASSISTANCE AS WE FORMULATE FUTURE POSITION 
PAPERS AND WORK ON OUR SYSTEMS ARCHITECTURE STUDY. 

WE ARE GRATEFUL FOR THE WRITTEN INFORMATION YOU HAVE BEEN 
ABLE TO PROVIDE US TO DATE CONCERNING YOUR OFFER AS WE ARE 
FOR THE PARTIAL ANSWERS TO THE LIST OF QUESTIONS WE PROVIDED 
TO YOUR AUTHORITIES. WE WILL, HOWEVER, REQUIRE FURTHER OFFICIAL 
INFORMATION CONCERNING THE UNITED STATES OFFER IN ACCORDANCE 
WITH A RATHER SHORT TIME SCHEDULE IF WE ARE TO PREPARE A 
FURTHER REPORT TO THE NJCEC IN APRIL 1976. 1 HAVE ENCLOSED 
A COPY OF A MEMORANDUM FROM GENERAL BARONI TO ME STATING THE 
INFORMATION REQUIRED AND THE TIME SCHEDULE CONCERNED. 

YOUR VALUABLE ASSISTANCE IN THIS MATTER WILL BE GREATLY 
APPRECIATED. 

1 ENCL /S/ HAROLD A. KISSINGER 

LIEUTENANT GENERAL, US ARMY 
DEPUTY DIRECTOR GENERAL 

END QUOTE 
QUOTE (ENCLOSURE): 

SUBJECT: INFORMATION NEEDED FROM US CRYPTO TEAM 
FOLLOWING INFORMATION IS NEEDED BY 12 JANUARY 1976: 

UNCLASSIFIED 
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(A) SCHEDULE CHART USED BY MR. FAHERTY 

(B) SYSTEM DESCRIPTION 

(1) BLOCK DIAGRAM 

(2) FUNCTIONAL DESCRIPTION OF HOW INDIVIDUAL 
COMPONENTS OPERATE WITH EACH OTHER 
(INCLUDING SOME TYPICAL EXAMPLES OF CALL 
SET UP FOR VOICE, MESSAGE AND DATA). 

2. FOLLOWING INFORMATION IS NEEDED BY 9 FEBRUARY: 

(A) PROJECTED COSTS 

(B) RATIONALE THAT SUPPORTS APPROACH ADOPTED 

(C) NARROWBAND TERMINAL INFO AND STATUS OF 
DEVELOPMENT 

(D) DESCRIPTION OF MAROON INTERFACE TECHNIQUES 
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(E) COMSEC ANNEX TO TRI-TAC SPECIFICATIONS 
(E) ADAPTABILITY OP SYSTEM CONCEPT TO STRATEGIC 
SYSTEMS SUCH AS THAT DESCRIBED IN BRIEFING 
FOR MODIFICATION OF CONUS AUTOVON (NO 1 ESS) 

(G) TRANSITION IMPLICATIONS VISUALISING EARLY 
1979/80 EUROPEAN CIVILIAN AND NATO COMMUN- 
ICATIONS SYSTEMS/EQUIPMENT STATUS. 

(H) MAIOR EUROPEAN COMMUNITY AND US COMMUNITY OF 
INTEREST GROUPS RESOLUTION OP MOST STAND ARS/ 
SYSTEMS PARAMETERS. 

/S/ T. BARONI 
BRIGADIER GENERAL 
END QUOTESTREATOR 

UNCLASSIPIED 


« END OP DOCUMENT » 


Margaret P. Grafeid Deciassified/Reieased US Department of State EO Systematic Review 04 MAY 2006 



Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 04 MAY 2006 


Message Attributes 


Automatic Decaptioning: X 

Capture Date: 30 AUG 1999 

Channei indicators: n/a 

Current Classification: UNCLASSIFIED 

Concepts: n/a 

Control Number: n/a 

Copy: SINGLE 

Draft Date: 14 JAN 1976 

Decaption Date: 01 JAN 1960 

Decaption Note: 

Disposition Action: n/a 
Disposition Approved on Date: 

Disposition Authority: n/a 
Disposition Case Number: n/a 
Disposition Comment: 

Disposition Date: 01 JAN 1960 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1976NAT000158 

Document Source: ADS 

Document Unique ID: 00 

Drafter: n/a 

Enclosure: n/a 

Executive Order: N/A 

Errors: n/a 

Film Number: n/a 

From: NATO 

Handling Restrictions: n/a 
Image Path: 

ISecure: 1 

Legacy Key: Iink1976/newtext/t1 97601 96/baaaavgh.tel 
Line Count: 124 
Locator: TEXT ON-LINE 
Office: CSE 

Original Classification: UNCLASSIFIED 
Original Handling Restrictions: n/a 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 3 

Previous Channel Indicators: 

Previous Classification: n/a 
Previous Handling Restrictions: n/a 
Reference: n/a 

Review Action: RELEASED, APPROVED 
Review Authority: greeneet 
Review Comment: n/a 
Review Content Flags: 

Review Date: 13 JAN 2004 
Review Event: 

Review Exemptions: n/a 

Review History: RELEASED <13 JAN 2004 by morefirh>; APPROVED <09 DEC 2004 by greeneet> 

Review Markings: 

Margaret P. Grafeld 
Declassifled/Released 
US Department of State 
EO Systematic Review 
04 MAY 2006 


Review Media Identifier: 

Review Referrals: n/a 
Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 

Secure: OPEN 

Status: NATIVE 

Subject: n/a 

TAGS: ETEL, NATO 

To: DIRNSA FT GEO G MEADE MD 

SECDEF 

MULTIPLE 

Type: TE 

Markings: Margaret P. Grafeld Declassifled/Released US Department of State EO Systematic Review 04 MAY 2006 


Margaret P. Grafeld Declassified/Released US Department of State EO Systematic Review 04 MAY 2006 



